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6HFXULW\LVLQHYLWDEOHIHDWXUHRIDQ\ZHEDSSOLFDWLRQ0RVWRIWKHZHEDSSOLFDWLRQVKDYHVRPHNLQGRIGHVLJQRUGHYHORSPHQWDO
IDXOWZKLFKFDQEHHDVLO\H[SORLWHGE\KDFNHUV7KHVH IDXOWVKHOS WKHPWRJDLQ LOOHJDODFFHVV WR WKHV\VWHP+HQFHPDMRULW\RI
DWWDFNVDUHIRFXVHGRQDSSOLFDWLRQVWKHUHE\VWHDOLQJXVHU¶VVHQVLWLYHGDWDDQGLQIRUPDWLRQ$XWKHQWLFDWLRQLVDQLPSRUWDQWIDFWRURI
VHFXULW\LQ FRPSXWLQJ V\VWHP 8VXDOO\ ORJLQ ,'
V DUH XVHG IRU LGHQWLILFDWLRQ DQG SDVVZRUGV DUH XVHG IRU YHULILFDWLRQ 2WKHU
PHFKDQLVPVOLNHVHFRQGDU\RUJUDSKLFDOSDVVZRUGV2QHWLPHSDVVZRUG&KDOOHQJHUHVSRQVH%LRPHWULFORJLQ%HKDYLRUDOSDWWHUQ
DQG/RFDWLRQEDVHGDXWKHQWLFDWLRQFDQEHXVHG%XWLPSOHPHQWDWLRQRIWKHVHPHFKDQLVPVUHTXLUHVVSHFLDOL]HGGHYLFHVZKLFKDUH
QRW UHOLDEOH7KLVSDSHUGHDOVZLWKDQHQKDQFHGYHUVLRQRI0LQGPHWULFDXWKHQWLFDWLRQPHFKDQLVPZKLFKJUDQWVDFFHVVRQO\ WR
YDOLGXVHUVDQGKHOSVWKHDGPLQWRGHWHUPLQHPDOLFLRXVXVHUVZLWKWKHKHOSRIORJILOHV,WFDQDOVREHXVHGIRUSUHYHQWLQJXVHUV
IURPYDULRXVDWWDFNV,WFDQDXJPHQWWKHFXUUHQWSDVVZRUGEDVHGV\VWHPE\VWUHQJWKHQLQJWKHLGHQWLILFDWLRQSURFHVV0LQGPHWULFV
V\VWHP UDLVHV VHFXULW\ RI DXWKHQWLFDWLRQ V\VWHP RYHU VLQJOH RU GRXEOH SDVVZRUG V\VWHPV (YHQ ,I SDVVZRUG LV KDFNHG ORJLQ
DWWHPSWVE\DWWDFNHUVZLOOEHEORFNHGE\WKHLGHQWLILFDWLRQVHUYHU,WLVYHU\VLPSOHVFDODEOHDQGGRHVQRWUHTXLUHDQ\VSHFLDOL]HG
GHYLFHVRUFRPSOH[DOJRULWKPV

7KH$XWKRUV3XEOLVKHGE\(OVHYLHU/WG
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DSSOLFDWLRQVKRXOGKDYHDVHFXUHDXWKHQWLFDWLRQDQGVHVVLRQKDQGOLQJPHFKDQLVP'HVLJQLQJVHFXUHDXWKHQWLFDWLRQ
DQGVHVVLRQPDQDJHPHQWPHFKDQLVPVDUHVRPHRIWKHLPSRUWDQWLVVXHVIDFHGE\WKHGHVLJQHUVDQGGHYHORSHUV

$XWKHQWLFDWLRQFRQVLVWVRIWZRSURFHVVHV,GHQWLILFDWLRQDQG9HULILFDWLRQ*HQHUDOO\XVHUQDPHVDUHXVHGIRU
LGHQWLI\LQJDXVHUDQGSDVVZRUGVDUHXVHGIRUYHULI\LQJFUHGLELOLW\RIDXVHU ,Q WUDGLWLRQDODXWKHQWLFDWLRQV\VWHPV
SDVVZRUGHQWHUHGE\XVHUZLOOEHFRQYHUWHGWRKDVKYDOXHXVLQJDKDVKIXQFWLRQDQGLWZLOOEHVWRUHGLQDSDVVZRUG
KDVKILOH'XULQJYHULILFDWLRQVWDJHRQFHWKHXVHUHQWHUVDSDVVZRUG LWZLOOEHFRQYHUWHGWRDQHZKDVKYDOXHDQG
FRPSDUHGZLWKWKHVWRUHGKDVKYDOXH>@$FFHVVZLOOEHJUDQWHGRQVXFFHVVIXOPDWFK0LQGPHWULFVV\VWHPUHSODFHV
WKHFXUUHQWXVHUQDPHSDVVZRUGEDVHGDXWKHQWLFDWLRQV\VWHP>@0LQGPHWULFDXWKHQWLFDWLRQSURFHVVVWDUWVE\DVNLQJ
IRU D0LQGPHWULF WRNHQZKLFK FDQ EH D SHUVRQDO VHFUHW GDWD FRQVLVWLQJ RIZRUG SKUDVH RU HYHQ D VHQWHQFH2Q
VXFFHVVIXO YDOLGDWLRQ RI0LQGPHWULFWRNHQ WKH XVHUZLOO EH DVNHG WR FKRRVH WKH FRUUHFW ORJLQ ,' DPRQJPXOWLSOH
FKRLFHVRISDUWLDOO\REVFXUHGLGV$IWHUVHOHFWLQJWKHLGXVHUVKRXOGHQWHUWKHSDVVZRUGWRFRQWLQXH>@0LQGPHWULFV
DXWKHQWLFDWLRQPHFKDQLVPUDLVHVWKHVHFXULW\RIDXWKHQWLFDWLRQSURFHVVDVDVWROHQSDVVZRUGLVRIQRXVHXQOHVVWKH
DWWDFNHU SURYLGHV D YDOLG 0LQGPHWULF WRNHQ ZKLFK JLYHV WKH DFFRXQW RZQHUV VXIILFLHQW WLPH WR FKDQJH WKHLU
FUHGHQWLDOVEHIRUHDWWDFNHUVFUDFNLQ

3DVVZRUGYHULILFDWLRQLVWKHYLWDOSDUWLQDQDXWKHQWLFDWLRQV\VWHP$WWDFNHUVFDQJHWKROGRISDVVZRUGVE\
XVLQJPDOZDUHVRUNH\ORJJHUVDQGWKH\HYHQRSWIRUWULDODQGHUURUPHWKRGLQZKLFKWKH\PDNHGLIIHUHQWJXHVVHVRQ
SRVVLEOH SDVVZRUGV >@ $QRWKHU PDLQ DWWDFN LV SDVVZRUG FUDFNLQJ DWWDFN LQ ZKLFK DWWDFNHUV REWDLQ WKH VWRUHG
SDVVZRUGKDVKILOHDQGSURFHHGVZLWKGLIIHUHQWLQSXWVWRILQGDQLQSXWWKDWFUHDWHVWKHVDPHVWRUHGKDVKYDOXH2QFH
WKHSDVVZRUGLVKDFNHGDWWDFNHUVFDQJDLQDFFHVVWRWKHV\VWHPXVLQJNQRZQORJLQ,'VRUWKHSDVVZRUG&UDFNLQJD
ORJLQ ,' LV FRPSDUDWLYHO\ DQ HDV\SURFHVVDV LWPLJKWEHSDUWRIXVHUV ILUVW RU ODVW QDPH6RFLDO VHFXULW\QXPEHU
HPDLOLG6XFFHVVRIDQDWWDFNLVPDLQO\GHSHQGLQJRQVWUHQJWKRIWKHSDVVZRUG6HFXULW\0HFKDQLVPVIRFXVVLQJRQ
LGHQWLILFDWLRQSDUW LQ DXWKHQWLFDWLRQ V\VWHPV DUHZHDN DW SUHVHQW8VDJH RI0LQGPHWULF DXWKHQWLFDWLRQPHFKDQLVP
ZLWKORJILOHVDGGVXSVWUHQJWKRI$XWKHQWLFDWLRQV\VWHP>@/RJILOHVFDQEHXVHGWRGHWHFWDWWDFNDWWHPSWVDQGDOO
WKHHYHQWVFDQEHPRQLWRUHG,WVKRXOGEHWDNHQFDUHWRDGRSWSURSHUHQFU\SWLRQVWUDWHJLHVWRVDYHDWWDFNRQORJILOHV

7KHRXWOLQHRIWKHSDSHULVDVIROORZV6HFWLRQ,,SUHVHQWVUHODWHGZRUNV6HFWLRQ,,,GHVFULEHVWKHSURSRVHG
V\VWHP VHFWLRQ ,9 GLVSOD\V WKH LPSOHPHQWDWLRQ GHWDLOV DQG VHFWLRQ 9 VKRZV WKH DQDO\VLV )LQDOO\ VHFWLRQ ,9
FRQFOXGHVWKHSDSHU
5HODWHG:RUNV
 'LIIHUHQW $XWKHQWLFDWLRQ PHFKDQLVPV ZHUH GHVLJQHG DQG LPSOHPHQWHG ZLWK VHFXULW\ JLYHQ XWPRVW
LPSRUWDQFH7ZRPDLQSURFHVVHVLQDQDXWKHQWLFDWLRQPHFKDQLVPDUH,GHQWLILFDWLRQDQG9HULILFDWLRQ,GHQWLILFDWLRQ
SURFHVVDQVZHUVWKHTXHVWLRQ
:KRDP,
9HULILFDWLRQLVIRUDQVZHULQJ
$P,:KRP,&ODLPWREH
>@
2.1. Mechanisms 
'LIIHUHQWPHWKRGVDUHGHVLJQHGDQGLPSOHPHQWHGIRUUHSODFLQJWKHWUDGLWLRQDODXWKHQWLFDWLRQV\VWHP7KH\
FRPELQHPHWKRGVEDVHGRQ 
ZKDW\RXNQRZ
 
ZKDW\RXKDYH
 
ZKDW\RXDUH
DQG 
ZKHUH\RXDUH
&RPELQDWLRQRI
DQ\WZRRIWKHVHPHFKDQLVPVIRUPVWKHEDVLVRIWZRIDFWRUDXWKHQWLFDWLRQ>@
2.1.1 Methods based on what you know 
'LIIHUHQWDXWKHQWLFDWLRQPHFKDQLVPVDUHEDVHGRQSDVVZRUGVZKDW\RXNQRZ6HFRQGDU\3DVVZRUGV LW LV
DQDGGLWLRQDOSDVVZRUGZKLFKLVKDYLQJVDPHVW\OHDVWKDWRISULPDU\SDVVZRUGRUSHUVRQDOL]HGGDWDVXFKDVPRWKHU
V
PDLGHQQDPHIDYRULWHVXSHUKHURHWF%XWWKLVFDQDOVREHVXEMHFWHGWRSDVVZRUGFUDFNLQJRUWKHIWDWWDFN6HFRQGDU\
SDVVZRUGV ZLOO EH GLIIHUHQW IURP WKH PDLQ SDVVZRUG $FFHVV FDQ EH JUDQWHG RQ HQWHULQJPDWFKLQJ SULPDU\ DQG
VHFRQGDU\SDVVZRUGV*UDSKLFDOSDVVZRUGDXWKHQWLFDWLRQV\VWHPZRUNVE\KDYLQJWKHXVHUVHOHFWIURPLPDJHVLQD
VSHFLILF RUGHU SUHVHQWHG LQ D JUDSKLFDO XVHU LQWHUIDFH *8,)RU WKLV UHDVRQ WKHJUDSKLFDOSDVVZRUG DSSURDFK LV
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DOVRNQRZQDV*UDSKLFDO8VHU$XWKHQWLFDWLRQ*8$,QWKLVDXWKHQWLFDWLRQPHFKDQLVPXVHULVDVNHGWRFOLFNRQ
IHZFKRVHQUHJLRQV LQDQ LPDJH WKDWDSSHDUVRQVFUHHQ)RUVXFFHVVIXO ORJLQXVHUVQHHG WRFOLFN LQVRPHUHJLRQV
DJDLQ %XW RQO\ SUHSURFHVVHG LPDJHV FDQ EH FKRVHQ DQG WKH FOLFN UHJLRQV FDQ RQO\ EH FKRVHQ IURP FHUWDLQ SUH
GHVLJQHGUHJLRQVLQWKHLPDJH>@
2.1.2 Methods based on what you have 
 7KHVH PHWKRGV IRFXV RQ WRNHQV ZKLFK WKH XVHU LV KDYLQJ 7RNHQV FDQ EH 2QH 7LPH 3DVVZRUG 273
&KDOOHQJH5HVSRQVHRU2XWRI%DQG0HVVDJLQJ273LVDVHFXULW\WRNHQJHQHUDWHGE\DVSHFLDOKDUGZDUHGHYLFH273
FRQVLVWVRIQXPHULFRUDOSKDQXPHULFFKDUDFWHUV>@,WLVYDOLGIRURQO\RQHORJLQVHVVLRQRUWUDQVDFWLRQRQDGLJLWDO
V\VWHP,Q VRPH RI WKH FDVHV WKHUH ZLOO EH DQ H[SLU\ WLPH DVVRFLDWHG ZLWK 273 DQG DUH XQXVDEOH EH\RQG WKDW
WLPH&KDOOHQJH5HVSRQVH FRQVLVWVRIVHWRISURWRFROVLQZKLFKRQHHQWLW\SUHVHQWVDFKDOOHQJHDQGWKHRWKHUHQWLW\
KDV WR SURGXFH D YDOLG UHVSRQVH IRU JHWWLQJ DXWKHQWLFDWHG >@ $ FODVVLF H[DPSOH LV WUDGLWLRQDO SDVVZRUG EDVHG
DXWKHQWLFDWLRQPHFKDQLVPLQZKLFKWKHXVHULVDVNHGWRHQWHUDSDVVZRUGIRUJHWWLQJDXWKHQWLFDWHG&KDOOHQJHDQG
XVHU SURYLGLQJ D YDOLG SDVVZRUG WR DFFHVV LV WKH UHVSRQVH 'HSHQGLQJ XSRQ WKH UHTXLUHG VHFXULW\ OHYHO WKHVH
FKDOOHQJHVFDQEHYDULHG2XWRI%DQG0HVVDJLQJLVDWZRIDFWRUDXWKHQWLFDWLRQPHFKDQLVPWKDWUHTXLUHVDVHFRQGDU\
YHULILFDWLRQPHWKRGZKLFKLVEHLQJVHQWWKURXJKDVHSDUDWHFKDQQHODORQJZLWKW\SLFDO,'DQGSDVVZRUG$QDWWDFNHU
QHHGVWRSXW LQPRUHHIIRUW WREUHDNWKLVDXWKHQWLFDWLRQPHFKDQLVPVLQFHWKH\QHHGWZRVHSDUDWHDQGXQFRQQHFWHG
DXWKHQWLFDWLRQFKDQQHOVQHHGWREHFRPSURPLVHGIRUJDLQLQJLOOHJDODFFHVV>@,QPRVWRIWKHRQOLQHEDQNLQJVLWHV
XVHUKDVWRHQWHUD2QH7LPH3DVVZRUG273RWKHUWKDQXVHUQDPHDQGSDVVZRUGEHIRUHWUDQVIHUULQJIXQGVRQOLQH
DQGWKLVZLOOEHVHQWWRWKHUHJLVWHUHGSKRQHQXPEHU
2.1.3 Methods based on what you are 
 $XWKHQWLFDWLRQ PHFKDQLVPV DUH DOVR GHVLJQHG EDVHG RQ 
ZKDW \RX DUH
 7KHVH FRPSULVHV PDLQO\ RI
%HKDYLRUDO 3DWWHUQV DQG %LRPHWULFV ,Q FDVH RI %HKDYLRUDO 3DWWHUQV *XQD HW DO VKRZV WKDW VRPH RI WKH
DXWKHQWLFDWLRQPHFKDQLVPVUHO\RQEHKDYLRURIDSHUVRQOLNHW\SLQJSDWWHUQV>@JHVWXUH>@DQGPRXVHSUHVVLQJ
IRUFH SDWWHUQ >@ 6RPH RI WKH EHKDYLRUV DUH GLIILFXOW WR IRUJH DQG VRPH DUH HDV\ WR LPSHUVRQDWH%LRPHWULF
DXWKHQWLFDWLRQ V\VWHPV XVH SK\VLFDO FKDUDFWHULVWLFV RI XVHU OLNH ILQJHUSULQWV SDOP SULQWV UHWLQD SDWWHUQ IDFLDO
SDWWHUQVDQGHYHQIRRWSULQWV>@%LRPHWULFGDWDLVXVHGIRULGHQWLILFDWLRQDQGYHULILFDWLRQSURFHVVDVZHOO3URSHU
ELRPHWULF XVH LV DSSOLFDWLRQ GHSHQGHQW &HUWDLQ ELRPHWULF GDWD DUH EHWWHU WKDQ RWKHUV EDVHG RQ UHTXLUHG OHYHOV RI
FRQYHQLHQFHDQGVHFXULW\$FFRUGLQJWR'LOHHS.XPDUHWDOQRVLQJOHELRPHWULFZLOOPHHWDOO WKHUHTXLUHPHQWVRI
HYHU\SRVVLEOHDSSOLFDWLRQ
2.1.4 Method based on where you are 
 /RFDWLRQEDVHGDXWKHQWLFDWLRQPHFKDQLVPLVDW\SHRIDXWKHQWLFDWLRQEDVHGRQWKHORFDWLRQRUSUR[LPLW\RI
XVHU $FFHVV LV DOORZHG RQO\ WR VSHFLILF ,3 DGGUHVVHV V\VWHPV RU WR VSHFLILF JHRJUDSKLF ORFDWLRQV >@ $V SHU
)HQJ=KDQJ HW DO WKLV PHFKDQLVP VWDUWV ZLWK LGHQWLILFDWLRQ RI YDOLG XVHU XVLQJ RQH RI WKH RWKHU DXWKHQWLFDWLRQ
PHFKDQLVPVDQGWKHQWKHXVHUSURGXFHVDQDXWKHQWLFDWLRQIDFWRUWKDWFDQEHUHFRJQL]HGRQO\DWDGLVWLQFWORFDWLRQ
+HQFH IRU WKLVDXWKHQWLFDWLRQV\VWHP WKHUHVKRXOGEHZHOOGHILQHGVHSDUDWLRQRI ORFDWLRQVDVZHOODVHTXDOO\ZHOO
GHILQHGSUR[LPLW\RIWKHDSSO\LQJLQGLYLGXDOWRWKLVORFDWLRQ>@
2.1.5 Mindmetrics Authentication System 
,W LV DQ DXWKHQWLFDWLRQ PHFKDQLVP VXSSOHPHQWHG ZLWK D VWURQJ DQG VHFXUH LGHQWLILFDWLRQ SURFHVV >@
8VHUQDPHVDUHNQRZQWRSXEOLFVLQFHLWLVXVHGIRUPDQ\DSSOLFDWLRQVOLNHHPDLO661«6RDQDOWHUQDWHVHFUHWZKLFK
LVNQRZQDV0LQGPHWULFWRNHQLVXVHGLQLGHQWLILFDWLRQVWDJH0LQGPHWULFWRNHQZLOOEHNQRZQRQO\WRXVHUDQGWKH
V\VWHPDOORZVRQO\WKHXVHUZLWKYDOLGPLQGPHWULFWRNHQWRSDVVWKHLGHQWLILFDWLRQVWDJHVRVWROHQSDVVZRUGVDUHRI
QRXVHVLQFHWKHDWWDFNHUZLOOQRWEHDEOHWRFURVVWKHLGHQWLILFDWLRQSKDVH6HSDUDWHVHUYHUVDUHXVHGIRULGHQWLILFDWLRQ
DQGYHULILFDWLRQ9HULILFDWLRQVHUYHUFDQEHDFFHVVHGRQO\DIWHUSDVVLQJLGHQWLILFDWLRQVHUYHU$FFRUGLQJWR-X\HRQHW
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DO0LQGPHWULFV WRNHQV DUH VWRUHG LQ KDVKHG IRUP LQ WRNHQ KDVK ILOH DV ^WRNHQ KDVK YDOXH LQGH[` WXSOH DQG WKH
FRUUHVSRQGLQJPDWFKLQJORJLQ,'VDUHVWRUHGLQWKHLQGH[ILOHDV^LQGH[IDNHORJLQ,'IDNHORJLQ,'WUXHORJLQ,'
IDNHORJLQ,'«`WXSOHDQGWKHSDVVZRUGKDVKILOHFRQWDLQVORJLQ,'SDVVZRUGKDVKYDOXH!>@8VHUVWRNHQZLOOEH
VWRUHGLQ7RNHQ+DVKWDEOHZLWK7RNHQKDVKYDOXHDQGLQGH[DVFROXPQV7KHHQWHUHG7RNHQZLOOEHFRQYHUWHGWR
KDVK YDOXH DQGZLOO EH FRPSDUHGZLWK+DVK YDOXHV LQ WRNHQ KDVK WDEOH )RU DPDWFK LQGH[ YDOXH IURP VHFRQG
FROXPQZLOOEHREWDLQHGDQGWKDWZLOOEHVHDUFKHGLQ,QGH[7DEOH$VDUHVXOW6HWRIIDNHLGVDORQJZLWKRULJLQDOLG
SDUWLDOO\REVFXUHGZLOOEHVKRZQWRXVHU7KHQWKHXVHUFDQVHOHFWKLVLGIURPWKHOLVWRILGVGLVSOD\HG%RWKWKHVH
WDEOHVDUHSUHVHQW LQ,GHQWLILFDWLRQVHUYHU LWVHOI ,IQRPDWFKLVIRXQGVHWRIIDNHLGVZLOOEHVKRZQ2QVHOHFWLQJ
YDOLG XVHU LG XVHU ZLOO EH DVNHG WR HQWHU D SDVVZRUG $ QHZ KDVK YDOXH LV JHQHUDWHG IURP WKH QHZO\ HQWHUHG
SDVVZRUGDQGLWZLOOEHFRPSDUHGZLWKVWRUHGKDVKYDOXHLQSDVVZRUGKDVKILOHZKLFKLVUHVLGLQJLQWKHYHULILFDWLRQ
VHUYHU$FFHVVZLOOEHJUDQWHGRQPDWFKRIKDVKYDOXHV>@

 $OO WKHVH DXWKHQWLFDWLRQ PHFKDQLVPV KDYH GLIIHUHQW NLQG RI YXOQHUDELOLWLHV ZKLFK DUH H[SORLWHG E\ DQ
DWWDFNHU 3DVVZRUGV FDQ EH FDSWXUHG IURP XVHUV ZLWK WKH KHOS RI NH\ ORJJHUV RU PDOZDUHV 3DVVZRUGV DUH DOVR
FUDFNHGE\JHWWLQJKROGRIDSDVVZRUGKDVKILOHDQGWKHQSURYLGLQJGXPP\LQSXWVVRDVWRFRPSDUHWKHKDVKYDOXHV
JHWWLQJ JHQHUDWHG 7KLVPDOLFLRXV DWWHPSW JLYHV WKH SDVVZRUG WR WKH DWWDFNHU >@ %LRPHWULF DXWKHQWLFDWLRQ LV QRW
DFFXUDWHDQGGLJLWL]HGLQIRUPDWLRQ
VFDQEHVWROHQRUPLVXVHG$IWHUHQUROOLQJELRPHWULFGDWDLWLVGLIILFXOWWRFKDQJH
WKHGDWDRUWRXSGDWHLW'LIIHUHQWIDFWRUVFDQEORFNDYDOLGXVHUWRDFFHVV>@6RPHGHGLFDWHGDWWDFNHUVUHSODFHWKH
PRELOHQXPEHUVRIYDOLGXVHUVVRDV WREUHDNWKHWZRIDFWRUDXWKHQWLFDWLRQPHFKDQLVPV,QFDVHRI ORFDWLRQEDVHG
DXWKHQWLFDWLRQ OLPLWLQJ WKH JUDQWHG WLPH IRU DFFHVV LV RQH RI WKH PDMRU FKDOOHQJHV $QRWKHU PDLQ FKDOOHQJH LV
DVVRFLDWHG ZLWK GHWHFWLQJ WKH H[LW DQG FORVLQJ WKH JUDQWHG DFFHVV ,QWHJUDWLQJ WKLV PHFKDQLVP ZLWK RWKHU
DXWKHQWLFDWLRQIDFWRULVDOVRDGLIILFXOWWDVN

 ,Q FDVH RI0LQGPHWULFV DXWKHQWLFDWLRQPHFKDQLVP WKHUH LV QR OLPLW IRU WRNHQ DWWHPSWV DQG WKHUH DUH QR
HIIHFWLYHSUHYHQWLYHPHFKDQLVPVDVVRFLDWHGZLWKLW/RJILOHVDUHQRWXVHGFXUUHQWO\LQPLQGPHWULFV\VWHPVDQGWKHUH
LV QR SURYLVLRQ IRU UHVHWWLQJ SDVVZRUG ZKLFK LV DQ LPSRUWDQW IDFWRU IRU HQVXULQJ VHFXULW\ LQ WKH ZRUOG RI ZHE
DSSOLFDWLRQV
3URSRVHG6\VWHP
7KH SURSRVHG V\VWHP DGGUHVVHV GLIIHUHQW GUDZEDFNV RI WKH H[LVWLQJPLQGPHWULFV V\VWHP 'LIIHUHQW QHZ
PHWKRGVDQGIXQFWLRQDOLWLHVDUHDGGHGIRULQFUHDVLQJWKHGHJUHHRIVHFXULW\6RPHRIWKHPDUHGLVFXVVHGEHORZ
3.1Home Screen 
$QHZKRPHVFUHHQZLWKWKHIROORZLQJRSWLRQV

x 5HJLVWUDWLRQ
x /RJLQ
x &KDQJH&UHGHQWLDOV

5HJLVWUDWLRQRSWLRQDOORZVDXVHUWRVHWXSDQHZDFFRXQWZLWKWKHPLQGPHWULFV\VWHP:KLOHVHWWLQJWRNHQ
XVHUQDPH DQG SDVVZRUG SURSHU JXLGHOLQHV ZLOO EH VKRZQ OLNH QRQH RI WKHP VKRXOG EH VLPLODU LG VKRXOG KDYH
PLQLPXP  FKDUDFWHUV 3DVVZRUG VKRXOG KDYH VSHFLDO FKDUDFWHUV SUHVHQW LQ LW HWF/DVW WKUHH FKDUDFWHUV RI WKH
XVHUQDPHZLOOEHDVVLJQHGE\VHUYHULWVHOI8VHUVDOVRKDYHWKHSURYLVLRQWRPHQWLRQWKHIDNHLGVWREHVKRZQZLWK
WKH SDUWLFXODU WRNHQRU WKLV FDQEH JLYHQE\ VHUYHU UDQGRPO\'XULQJ ORJLQZKLOH SUHVHQWLQJ WKH ORJLQ LGV VHUYHU
REVFXUHVDOO FKDUDFWHUV H[FHSW ODVW IRXU FKDUDFWHUV+HQFHRQO\ WKHYDOLGXVHUZLOOEHDEOH WR LGHQWLI\KLV DFFRXQW
8VHUVDOVRKDYHDQRSWLRQWRFKDQJHWKHLUFUHGHQWLDOVLIWKH\DUHVXVSHFWLQJDQDWWDFNXVLQJWKHLUFUHGHQWLDOV
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3.2 Log File Mechanism 
/RJILOHVDUHPDLQWDLQHGE\VHUYHUIRUWUDFNLQJXVHUDFWLYLWLHVDQGIRUWUDFNLQJDWWDFNDWWHPSWV7KLVDLGVLQ
SUHYHQWLQJ VRPH PDOLFLRXV DWWDFNV OLNH 7ULDO DQG (UURU DWWDFNV 0DQ LQ WKH0LGGOH DWWDFNV 3DVVZRUG &UDFNLQJ
DWWDFNV HWF6WUXFWXUH RI D ORJ ILOH LV GHVFULEHG LQ WKH IROORZLQJ WDEOH/RJ ILOHV UHFRUG DOO WKH HYHQWV KDSSHQLQJ LQ
VHUYHUDQGWKH\DUHHQFU\SWHGVRWKDWWKHDWWDFNHUVZLOOQRWEHDEOHWRGHGXFHDQ\LQIRUPDWLRQIURPWKHGDWDHYHQLI
WKH\JHWKROGRIORJILOHV
7DEOH/RJ)LOHLQ0LQGPHWULFV\VWHP
,3$GGUHVV0LQGPHWULF7RNHQ8VHU,' 3DVVZRUG+DVK 7LPH6WDWXV
6SLGHUIRUFHA %<+ 6XFFHVV
5DEELWV)RRWVWDU# &(&'62 6XFFHVV
7LJHUIRUFHA %<+ )DLO
 /RJILOHNHHSVWUDFNRI,3$GGUHVV0LQGPHWULF7RNHQRIXVHU8VHU,'+DVKYDOXHRISDVVZRUG7LPHRI
/RJLQ/RJLQ6WDWXV7KUHHFRQVHFXWLYHIDLOXUHORJLQDWWHPSWVOHDGWRXVHUDFFRXQWORFNIRUDSHULRGRIWZRKRXUV
8VHUZLOOEHQRWLILHGDERXWWKHORFNWKURXJKPDLOSKRQHRUERWK$OLQNZLOOEHSURYLGHGLQPDLOVRWKDWWKHYDOLG
XVHUFDQUHPRYHWKHEORFNLQFDVHRIXUJHQF\%XWKHVKHZLOOKDYHWRUHVHWWKHDFFRXQWFUHGHQWLDOVWRFRQWLQXH2Q
DQDO\]LQJORJILOHVZHFDQDOVRGHWHUPLQHZKHWKHUWKHUHLVDQ\DWWDFNSODQQHGRQZLWKDQ\SDUWLFXODULG,IWKHUHDUH
PXOWLSOH HQWULHVZLWK RQHRI WKH FUHGHQWLDO EHLQJ WUXHZH FDQ FRQILUP WKDW VRPHRQHGHGXFHGRQHRI WKH DFFRXQW
FUHGHQWLDODQGKHLVWU\LQJWRJHWRWKHUFUHGHQWLDOV
3.3 Periodic Updation 
8VHUVDFFRXQWFUHGHQWLDOVZLOOKDYHDYDOLGLW\RIGD\V6RDIWHUHYHU\GD\VRUEHIRUH WKH\KDYH WR
FKDQJH WKHLU FUHGHQWLDOV LQ RUGHU WR FDUU\ RQ 'XULQJ XSGDWH QRQH RI WKH ROG FUHGHQWLDOV FDQ EH UHXVHG &KDQJH
FUHGHQWLDORSWLRQLVDOVRJLYHQWRWKHXVHULQWKHKRPHVFUHHQVLPLODUWH[WIXQFWLRQFDQEHXVHGWRFKHFNH[LVWLQJ
WRNHQVDQGFDQEHUHMHFWHGLIWKH\DUHDOUHDG\H[LVWLQJ,IWZRVWULQJVDUHJLYHQWKHIXQFWLRQUHWXUQVVLPLODULW\YDOXH
LQSHUFHQWDJH>@

6RPH LPSRUWDQW IHDWXUHV RI 0LQGPHWULFV\VWHPV ZLWK ORJ ILOHV DUH VFDODELOLW\ DQG XVDELOLW\ ,W GRHVQ¶W
LQYROYH XVDJH RI FRPSOH[ DOJRULWKPV DQGH[LVWLQJ SDVVZRUG V\VWHPV FDQ EH XSJUDGHG WR PLQGPHWULF V\VWHP E\
DGGLQJLGHQWLILFDWLRQVHUYHUH[LVWLQJPLQGPHWULFV\VWHPVFDQEHOHYHUDJHGE\DGGLQJORJILOHVZKLFKGRHVQRWUHTXLUH
KXJH VWRUDJH VSDFH:KHQHYHU XVHU W\SHV WKH WRNHQ FRUUHFWO\ XVHU ZLOO EH FRUUHFWO\ LGHQWLILHG,I WKHUH LV DQ\
PLVPDWFK LQ JLYHQ FUHGHQWLDOV XVHUZLOO EH GLVSOD\HG µ,QYDOLG /RJLQ 7U\ DJDLQ¶ 6R LQ FDVH DQ DWWDFNHU WULHV WR
FRPSURPLVHDQDFFRXQWKHZLOOQRWEHDEOHWRLGHQWLI\ZKLFKRIWKHFUHGHQWLDOLVZURQJWKHUHE\PDNLQJWKHSURFHVV
FRPSOLFDWHGIRUKLP
,PSOHPHQWDWLRQ'HWDLOV
8VHUZLOOEHGLVSOD\HGDPHQXZLWKWKHIROORZLQJRSWLRQV
x 5HJLVWUDWLRQ
x /RJLQ
x &KDQJH&UHGHQWLDOV
)LJXUH D JLYHV D VQDSVKRW RI WKH GLIIHUHQW RSWLRQV JLYHQ WR XVHU DQG E VKRZV WKH VQDSVKRW RI FKDQJLQJ
FUHGHQWLDOV


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







)LJD0LQGPHWULFV$XWKHQWLFDWLRQ0HQXE6FUHHQIRU&KDQJLQJ&UHGHQWLDOV
7KHXVHUVKRXOGUHJLVWHUDQDFFRXQWZLWKWKH0LQGPHWULFVDXWKHQWLFDWLRQPHFKDQLVP'XULQJUHJLVWUDWLRQ
KHVKH VKRXOGSURYLGH DPLQGPHWULFWRNHQZKLFKZLOO EH DVVRFLDWHGZLWK WKHUHVSHFWLYH DFFRXQW ,W FDQEH DXQLTXH
ZRUGSKUDVHRUHYHQDVHQWHQFH,QFUHDVLQJQXPEHURIFKDUDFWHUVLQWRNHQZLOOLQFUHDVHWKHFRPSOH[LW\RIWRNHQDQG
VHFXULW\RIV\VWHPDVZHOO%XWLILW
VWRRORQJLWZLOOEHLQFRQYHQLHQWIRUWKHXVHUWRUHPHPEHURUWRW\SHLWFRUUHFWO\
FRQVLGHULQJ FDVHGLIIHUHQFHPLVVSHOOLQJV DQG VSHFLDO FKDUDFWHUV ,I WKHXVHU VHOHFWV ORQJ VHQWHQFHV DV WRNHQ HDFK
ZRUGZLOOEHVWRUHGVHSDUDWHO\DQGXVHUZLOOEHJUDQWHGDFFHVVHYHQLIRQHRUWZRFKDUDFWHUVDUHQRWPDWFKLQJ7KHQ
XVHUFDQPRYHRQWRWKHQH[WVWHSZKHUHKHVKHKDYHWRSURYLGHDXVHULGIRUKLVKHUDFFRXQW7KH0LQGPHWULFVHUYHU
DGGVUDQGRPQXPEHUV WR WKHXVHU LGVSHFLILHGE\XVHU IRUHQVXULQJXQLTXHQHVVDW WKH WLPHRIUHJLVWUDWLRQ8VHUV
DOVRKDYHDQRSWLRQWRSURYLGHWKHOLVWRIIDNHLGVZKLFKZLOOEHVKRZQZLWKWKHRULJLQDOLG2QFHLGLVJLYHQXVHUFDQ
SURYLGH SDVVZRUG IRUKLVKHU DFFRXQW 3DVVZRUGV DUH JHQHUDOO\ DOSKDQXPHULF VWULQJVZLWK VSHFLDO FKDUDFWHUV LQ LW
7RNHQ DQGSDVVZRUG VKRXOGQRW EH VDPH VLPLODUWH[W IXQFWLRQ FDQEHXVHG WRGHWHUPLQH WKHGLIIHUHQFHEHWZHHQ
WKHP >@ $IWHU SURYLGLQJ SDVVZRUG XVHUZLOO VHH DOO WKH HQUROOHG GDWD2Q FRQILUPDWLRQ UHJLVWUDWLRQ SURFHVV LV
FRPSOHWHG
 ,Q WKHORJLQSURFHVVDVVKRZQLQ)LJ LQLWLDOO\XVHUZLOOEHDVNHGWRHQWHU WKH0LQGPHWULF WRNHQZKLFKLV
NQRZQRQO\ WR KLP$ WROHUDQFHRI LV DOORZHG IRU FRQYHQLHQFHRIXVHU6R LI WKH WRNHQ LV  FKDUDFWHUV LQ
OHQJWK(YHQ LI ILYHFKDUDFWHUVDUHZURQJXVHUZLOOEHSUHVHQWHGZLWKVHWRI ORJLQ LGVZKLFKDUHSDUWLDOO\REVFXUHG
SURYLGHGRQO\ODVWIRXUFKDUDFWHUVZLOOEHYLVLEOH8VHUZLOOEHDEOHWRLGHQWLI\KLVKHULGDQGVHOHFWLWWRSURFHHGWR
WKHQH[WOHYHO,QWKHODVWVWHSXVHUFDQHQWHUSDVVZRUG7KUHHFRQVHFXWLYHIDLOXUHDWWHPSWVOHDGWREORFNLQJDFFRXQW
IRUKRXUVDQGWKHV\VWHPZLOOQRWLI\WKHXVHUDERXWWKHVDPH8VHUFDQUHVHWWKHFUHGHQWLDOVDQGFRQWLQXH$OOWKH
HYHQWVDUHUHFRUGHGE\WKHVHUYHULQORJILOHVDQGWKH\DUHXVHGIRUGHWHFWLQJDQRPDOLHV





)LJD3URYLGLQJ7RNHQE6HOHFWLQJ8VHU,'F3URYLGLQJ3DVVZRUG

$QDO\VLV
:HLPSOHPHQWHGDFRQFHSWPRGHORIWKHV\VWHPDQGDVNHGDVFLHQWLILFFRPPXQLW\WRHYDOXDWHLW$WRWDORI
VWDIIVYROXQWHHUHG6FLHQWLILFFRPPXQLW\FRQVLVWVRIVWDIIVDQGQHWZRUNDGPLQV
390   Jerrin Sebastian et al. /  Procedia Technology  25 ( 2016 )  384 – 391 
5.1 Questionnaires for Scientific Community 
,VWKHV\VWHPHDV\WRLPSOHPHQW"
x (DV\   
x 1RUPDO  
x 'LIILFXOW  

:KHUH\RXDEOHWRORFDWHDWWDFNHUVXVLQJWKLVV\VWHP"

x <HV   
x 1R   

,VLWFRQYHQLHQWWRXVHORJILOHV"

x <HV   
x 1R   

+RZGR\RXUDWHWKHVHFXULW\RIWKHV\VWHP"

x 6HFXUH   
x 6RPHZKDWVHFXUH 
x 1RW6HFXUH  
x :HDN   

,VLWIHDVLEOHWRXVHWKLVV\VWHPZLWKWKHDYDLODEOHUHVRXUFHV"

x )HDVLEOH  
x 1RW)HDVLEOH  

:HFDQVHHWKDWWKHHQKDQFHPHQWVWRWKHH[LVWLQJV\VWHPDUHDFFHSWDEOHWRPRVWRIWKHXVHUVHYHQWKRXJK
WHVW FRPPXQLW\ZDV VPDOO8VHUV IHHO WKDW WKH\ DUH SURWHFWHG DQG DUHZLOOLQJ WR XVH WKLV V\VWHP LQ KLJK VHFXULW\
GHPDQGLQJ VLWXDWLRQV)ROORZLQJ7DEOH VKRZVDFRPSDULVRQEHWZHHQ WKHH[LVWLQJPLQGPHWULFPHFKDQLVPDQG WKH
SURSRVHGVHFXUHPLQGPHWULFDXWKHQWLFDWLRQPHFKDQLVP
 7DEOH&RPSDULVRQEHWZHHQ1RUPDO0LQGPHWULFDQG6HFXUH0LQGPHWULF
0HFKDQLVP/HYHO2I6HFXULW\ /RJ)LOHV 3HULRGLF8SGDWLRQ
RI7RNHQV
5HVWULFWLRQRQ
7RNHQ$WWHPSWV
1RUPDO0LQGPHWULF1RUPDO 1RW8VHG 1RW3RVVLEOH 1RWSUHVHQW
   
6HFXUH0LQGPHWULF+LJK 8VHV 3RVVLEOH 3UHVHQW
 ,IWKHVL]HDQGVWUHQJWKRISDVVZRUGVDQGWRNHQVDUHVDPHDWWDFNHUVQHHGWRFUDFNWZRSDVVZRUGKDVKHVLQ
GRXEOHSDVVZRUGV\VWHP2Q$VVXPLQJHDFKSDVVZRUGLVµL¶OHWWHUVORQJZLWKFFKDUDFWHUVHWDYHUDJHVHDUFKVSDFH
VL]H IRU HDFK SDVVZRUGZLOO EH FL+HQFH DYHUDJH VHDUFK VSDFH IRU WZR SDVVZRUGVZLOO EH FL 7KH DWWDFN LV
LQGHSHQGHQW RI VL]H RI KDVK ILOH ,Q FDVH RIPLQGPHWULFV V\VWHP WKH DWWDFNHU QHHGV WR LGHQWLI\ WKH FRUUHFW WRNHQ
ZKLFKOHDGVWRYDOLGORJLQ,'+HUHDOVRDYHUDJHVHDUFKVSDFHIRUHDFKWRNHQZLOOEHFLXQGHUWKHDVVXPSWLRQWKDW
VL]HRIWKHWRNHQLVVDPHDVWKDWRISDVVZRUG%XWWKHUHDUHPXOWLSOHDFFRXQWVLQWKHWRNHQKDVKILOH/HWWKHQXPEHU
RIDFFRXQWVLQWKHWRNHQKDVKILOHEHµM¶6RVHDUFKVSDFHZLOOEHMFLRQDYHUDJH7KHDWWDFNHUVKRXOGFUDFNWKH
SDVVZRUGDOVRZKLFKDJDLQ WDNHV FL7KHUHIRUH WRWDOFRPSOH[LW\ WRDWWDFNDXVHUDFFRXQW LV M FL FL 
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MFL7KHVHDUFKVSDFHZLOOEHJURZLQJDVQXPEHURIDFFRXQWVLQWRNHQKDVKILOHDQGMDQGOHQJWKRIWRNHQL
JURZV
 ,Q D GRXEOH SDVVZRUG V\VWHP FRPSOH[LW\ DQG SDWWHUQV LQ ERWK ILOHV DUH OLNHO\ WR EH VLPLODU IRU D JLYHQ
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